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	Reason for change:
	The threats related to bidding down on security association set-up needs to be added. If the P-CSCF does not check whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6, and check whether SPI_U and Port_U received in SM7 are identical with those received in SM1, the UE can force the system to reduce the security level by using weaker security algorithms or turning security off, making the system easily attacked and/or compromised.
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	Adding threats related to bidding down on security association set-up
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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************
[bookmark: _Toc19783319][bookmark: _Toc26887103][bookmark: _Toc35533741]X.Y.Z	Threats related to set-up of security associations
[bookmark: _Toc19783320][bookmark: _Toc26887104][bookmark: _Toc35533742]X.Y.Z.1	Bidding down on security association set-up
-	Threat name: Bidding down on security association set-up
-	Threat Category: Tampering of data, Information Disclosure, Denial of Service
-	Threat Description: If the P‑CSCF does not check whether the integrity and encryption algorithms list, SPI_P and Port_P received in SM7 is identical with the corresponding parameters sent in SM6, and check whether SPI_U and Port_U received in SM7 are identical with those received in SM1, the attacker can force the system to reduce the security level by tampering the integrity and encryption algorithms list. Then, weaker security algorithms may be selected, which will make the system easily attacked and/or compromised. Tampering the SPI will cause the the negotiated SA cannot be indexed. As a result, the following security association fails to be established or Denial of Service occurs. The port number is generally used to identify different applications. Tampering the Port_P number by the attacker will cause messages to be sent to the UE or P-CSCF through the Tampered port. These messages including some sensitive parameters may be leaked to another application, which is not intended to receive this message.
[bookmark: _GoBack]-	Threatened Asset: IMS signalling, security data
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